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PC-3000 for HDD. How to unlock SED

on WD SMR drives without a special
board
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Hello dear friends,

In June 2022, we released a new PC-3000 software version 7.1.x,

and one of the main features in this update is the SED unlocking
option for new WD SMR families.

It means that now you don’t need to buy a special unlocked PCB to

get the Service Area access on these drives anymore!
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In this article, we describe how to use this option in practice.

Modern WD families have a locked CPU. That is why it isn’t
possible to apply the SED unlocking_procedure which we used on

models from the previous generation.

But what are the steps for unlocking?
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1. Read the ROM using a programmer device

It's the main challenge because you can’t read ROM either via the
native SATA / USB interface or via Terminal. The only way is to use
an external programmer device.
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We will not provide special recommendations here about models
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and brands. Everything depends on your own preferences and

budget.

2. Open the WDC Marvell Utility without connecting the drive

PC-3000 Utilities Tools View Windows Help
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Universal Utilities
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3. Find the Unlock SED HDD option and choose the saved ROM
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4. Press Unlock HDD (with SA access) and save the generated

ROM

ROM structure X
I&\PC-3000\!Proliles\WDCMarveII\PaImer\WD1OSPZX-OOZIOTD_Test\ROM.bin @]
Property Velue N D Attr Block size Packetsize  Source addr Dest addr Execadr Decompess... Version
@ General 0 sA o 001828 001824 000020 00001000 00001000 001EF8  0000BEO1
' Style Palmer (locked) ol o1 04 002921 002820 002180 00049688 00049688 001EF8 00008601
i Size 1048576 b Eho2 02 1 0040CD 0040CC 004AA1 30080000 FFFFFFFF 005600 00008601
' Active copy 0 03 03 oc 0003F5 0003F4 008B6E 24000000 FFFFFFFF 000000 00008601
(] Boot Data 04 04 40 00530D 0053DC 008F63 FFE00200 FFFFFFFF 000000 0000B601
5 ID 5A o5 05 o1 00080D 000BOC 00E340 38265E00 FFFFFFFF 000D48 00008601
B Size 8192b 06 06 04 0004A1 000440 00EE4D 38266E00 FFFFFFFF 000000 0000B601
&' Signed Yes Ego7 o7 o1 005F49 005F48 00F2EE 00000000 FFFFFFFF 007968 0000B601
B CSCheck  Yes(4) Ehos o8 01 000421 000420 015237 0000DFSC FFFFFFFF 0004€C 00008601
3 Code Data oo 09 03 0026A5 002624 015658 00040340 FFFFFFFF 003198 00008601
& D 08 &oa o0 03 0003DD 0003DC 017CFD 60267E00 FFFFFFFF 0009BC 00008601
& size 133184b o8 o8 o1 0184A9 0184A3 0180DA 3834EE00 FFFFFFFF 020840 00008601
g5 CSCheck  Yes (1) Efoc  oc 01 025C49 025C48 030583 38008230 00000000 033460 0000B601
] Analyze
&' ROM Family PALMER
2 cru M1053
| Unlock HDD (with SA access) | Close

5. Write the unlocked ROM back on the native PCB using the

programmer device
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That’s it! The techno mode is unlocked and you can work with SA
modules.

What about data access and encryption?

The user area will be accessible in a decrypted format because
encryption keys are located in the CPU.

What if the original board is USB?

If it's not working well, you can convert it to the SATA interface via
soldering the SATA connector.

Any possible problems?

The unlock HDD option isn’t active

B
Property Value N D Attr Block size Packetsize  Source addr Dest addr Exec adr Decompess ... Version
@ General 0 35A o 002128 002124 000160 00055638 00055683 000000  0000B6OT
5" Style Classic Mo o 1 004241 004240 002288 30080000 FEFFFFFF 005798 00008601
ES' Size 524288 b 02 0 0C 000409 000408 0064C9 24000000 FFFFFFFF 000000 00008601
E§' Active copy 0 03 03 40 005CED 005CEC 006802 FFE00200 FFFFFFFF 000000 00008601
(3 Boot Data Rfos o4 01 000B15 000B14 00CSBF 38204800 FFFFFFFF 000D54 00008601
& 10 5A ®os o5 01 0050AD 0050AC 00D0D4 00000000 FFFFFFFF 0066C0 00008601
5 Size 8488b ffos 06 01 00041D 00041C 012181 00015F34 FFFFFFFF 0004EC 00008601
5 Signed No ®gor o7 03 002A89 002A88 01259 000402£0 FFFFFFFF 003698 00008601
[g CS Check Yes (4) @08 08 03 00038D 0003BC 015027 60206800 FFFFFFFF 0009A8 00008601
(L] Code Data o9 09 01 019245 019244 0153E4 383CA400 FFFFFFFF 021ACO 00008601
[g D 09 QOA 0A 01 02371 023770 02E629 38008230 00000000 030930 00008601
5 Size 137920b
B CS Check Yes (1)
(L] Analyze
ES' ROM Family  SPYG2ULT
B cPU M1054
I Unlock HDD (with SA access I Close

SOLUTION: This usually happens with SpyGlass 2 UITRA drives.
They were added beginning with the 7.1.10 software version.
Please update the software version.

If it didn’t help, probably your drive is currently unsupported. Please
check the list at the end of this article.

Error: Not enough space for stack update

2
Property Value N D Attr Block size Packet size  Source addr Dest addr Exec adr Decompess ... Version
@ General 00 S5A 04 001828 001824 000020 00001000 00001000 001EF8 0000B601
Style Palmer (locked) 0 o 04 002921 002820 002180 00049688 00049688 001EF8 0000B601
Size 524288b o2 1 004091 004090 004AA1 30080000 FFFFFFFF 00558C 00008601
' Active copy 0 03 03 oc 0003F5 0003F4 008832 24000000 FFFFFFFF 000000 0000B601
(3 Boot Data M o 40 00530D 0053DC 008F27 FFE00200 FFFFFFFF 000000 0000B601
D 5A &hos o5 0E304 38265€00 FFFFFFFF 000048 00008601
Size 8192b 06 06 - OEET 38266£00 FFFFFFFF 000000 0000B601
Signed Yes &or o7 8 Not enough space for stack update  jor2g) 00000000 FFFFFFFF 007988 0000B601
B CSCheck  Yes (4) &0z 08 = 315233 0000DF60 FFFFFFFF 0004EC 0000B601
(2] Code Data @0y 09 215654 00040340 FFFFFFFF 003184 0000B601
D 0B &foa oA N7CE9 60267E00 FFFFFFFF 0009BC 0000B601
S Size 132472 &hos 08 01 018295 018294 0180C6 3834EE0D FFFFFFFF 020578 0000B601
& CSCheck  Yes(1) @oc  oc 01 025BF1 025BF0 030358 38008230 00000000 033300 00008601
(] Analyze
E5' ROM Family  PALMER
& cPU M1053
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| Unlock HDD (with SA access) | Close

SOLUTION: Incorrect ROM size! Check settings for your
programmer device and reread the ROM chip.

UDMA data CRC error in the log after utility start:

m RReIEciIE BE > o«

HDD Current test
B Servioe information / Work wh servioe are / Edk HDD ID
Serial WD-WX41A19DCKSF o =
Firmware 01.01A01 peration
Capacity 2 TB (3906 963 632) .
System controller (SoC) 821103340 (5460) ROM F/W version FIDir: 00 Phys - SAC: 384 UA: N/D H: 4/4 S: 0 e e

@%QII)E’]G‘HQ §55

Techno mode key
Techno mode KeY.....ooveveerannnrannnnnns : Ok ’0"

RAM: D

System controller (SOC).......ceeessvs.. @ 8811053A0 0x(5460)

HDD Info readin : Ok

Heads NUMDeI.....eveerenrnsensnsnenanens : 4 i

CYL COURBecscocoscoscsssscscssassascsscs & 384 %
r

ROM:

Read ROM.....ccctevvevecnasssscsacnsssss ¢ HDDs ROM reading error: unexpected error: Unknown error: Device error detected "ABR;BBK" UDMA data CRC erro n

RELOCATAONS .1 v rannnrannasannassnnnnsns : 0 (0)

Service area:

Power up log ok =’ -
Dir data..... . : Yes
Permanent Yes »
CFG dat
A dir reading (ID).......ceeun. {odule exg ed k ected "Al 2

D
SA ACCRBScccscscscsssssscssssssssssssass § Copy 0,Copy 1

f6A

CFG tech mode lock..
Self encryption driv o
Master Password..... has not been set
User Password.....coeeeesscannss . : has not been set o

DIive DOWET SUPPLY.serevenrnnenenenenens : OFF cl

Log Sector edit | X.
Current test progress

Status register (Port 1) Error register (Port 1) SATA-IIl Power 5V Powrer 12V t R/CUSB
I R B R B R ] & - = - B -- 62,0°C
BSY DRD DWF DSC DRQ CRR IDX ERR BBK UNC INF ABR TON AMN  W/P PHY 5V - v = 0

SOLUTION: Open Tools —> Settings —> PC-3000 Ports and
change SATA mode:

m
o

Log COM Ports Sound
Indicators Reports
General PC-3000 Ports View

Port PIO Mode  SATAMode  IORDY Ready type
SATAT PIO4 SATA-| NO <BSY> (SATA)

SATA1 X

PIO Mode P04

SATA Mode  |SATA- i

Ready mode NO <BSY> (SATA) v

Edit Cancel
Cancel
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The described feature is currently supported for the following WD
SMR drives:

Palmer

Charger

SpyGlass 2

SpyGlass 2 Ultra

SpyGlass 3

Venice

VeniceR

Carmel

CarmelR

Our developers are working on expanding this list.

You can also watch the video with some theoretical points on this
update and step-by-step examples below:

If you have questions, you are welcome to contact our Technical

Support via the New TS Portal.

Loading...

This entry was posted in Data Extractor, PC-3000 HDD and tagged
SED, SMR, Unlock, WD. Bookmark the permalink.
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